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Abstract: Digital image watermarking algorithms used to protect the copyright of digital images and to verify
multimedia data security. A signature image is embedded inside the host image. The media may be a image file, video
file or audio file. Host cover file depends on the size of the information. The watermark embedding mainly divided into
two different techniques, one is in spatial domain and another one is in transform domain. There is need to compress
the cover image if its size is too large. A uncompressed digital images needs a lot storage capacity and bandwidth, so
efficient transmission could not take place easily. The main objective to be consider in watermarking is its robustness
and high imperceptibility, due to high imperceptibility viewer can easily read the host image and with robustness image
is free from different attacks. In this paper, a transform domain embedding is used for color images. Here, integer
wavelet transform is applied to each and every R, G, B planes of the image and then information is embedded
separately in R, G, B planes. This method is highly capable, robust and simple.

Keywords: Digital Image watermarking, Integer wavelet Transform, Signature image, Graph Theory, LSB (Least
Significant Bit).

I. INTRODUCTION

In a recent year, it becomes a regular need to create copy, In transform domain, there is various type of

transmit and distribute data as a part of widespread
multimedia technology with the use of World Wide Web.
Hence it is essential to do copyright protection to avoid
piracy. Digital image watermarking provides the
mechanism for the ownership authentication.

Image watermarking is the process of inserting hidden
information in an image by introducing modifications of
minimum  perceptual  disturbance. In  contrast,
Cryptography is an art of protecting data or information by
transforming it into untraceable and unreadable form
which is known as cipher text. Only a person, having a
secret key is able to decrypt the data into original form or
we can say that decipher the message. For higher security
purpose we can use combine cryptography with
watermarking. Basically we can divide the watermarking
into two types — 1) spatial domain 2) Transform domain.
Both of them have several data embedding techniques.
When data embedded, some additional techniques can be
implemented for improving efficiency and reduces the
error.

Digital images are defined by using a 2-Dimenetional
matrix of the pixel generally gray images have 8 bits per
pixel, whereas coloured image have 24 bits per pixel
(RGB maodel). The spatial domain techniques secret data
or information is directly merged with the bit of pixels on
the cover image. Consequently, these methods are very
simple and easy to implement for real time application.

The Least Significant Bit (LSB) is the most commonly
used technique in the spatial domain image watermarking.

Copyright to IJARCCE

DOI 10.17148/IJARCCE.2016.5616

watermarking methods available like Discrete Cosine
Transform, Visual Watermarking Techniques, Fourier
Transform, etc. In this paper, | have used the Integer
Wavelet Transform for watermarking and simultaneously |
have used Graph Theory for random selection of pixels
instead of using raster scanning method.

Il. BACKGROUND

A. Haar Integer Wavelet Transform:

Haar integer wavelet transform is a wavelet transform
among all of the basic wavelet transform. Wavelet
transform have been deriving by using lifting method.
General basic flow diagram of this paper as shown below:

Lifting Scheme and Transform Mechanism

LSB Method (Least Significant Bit Embedding)

v

Random Path Generation by Using Graceful Graph

\ 4
Embedding and Extraction Algorithm

We take the image and first decompose it into different
level and after that we will analysis which part of image is
suitable for doing embedding. Generally, Low Frequency
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(LF) components are generated by average of the integer
coefficient and High Frequency (HF) components are
generated by differencing method. In the 1% level of
decomposition, an image gives Diagonal Coefficient (DC),
Approximation Coefficient (AC), Vertical Coefficient
(VC) and Horizontal Coefficient (HC). Among all the
above coefficients, AC is more sensitive, so the
embedding is not done in AA band rest all the other bands
DC, VC and HC coefficients contains the edge
information. So we can merge more information in these
coefficients.
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1) Lifting Scheme and Transform Mechanism:
Step | : Take a colour image of size M x N.
Step 1I: Consider the odd and even column separately and
give the name as “OC” for odd column and “EC” for even
columns. Now, we will find out High Frequency (HF) and
Low Frequency (LF) components of the image. It is
understood that the size of HF and LF is M/2 x N/2.

HF =0C - EC Q)

LF =EC - [HF/2] )
Step 11l: Now by using LF and HF coefficient we will
generate a new matrix of size M x N and give the name
“C”.
Step IV: Then by using the row and column of this new
matrix C and find the values of DC,VC and HC
coefficients by using formula as below:

HC = LFodd -LFeven 3)
AC =LFeven - |LH/2 | (4)
VC = HFodd -HFeven (5)
DC =HFeven - [HL/2 | (6)

Where,
HFodd - is odd row of the HF,

LFodd - is odd row of the LF,
HFeven -is even row of the HF,
LFeven - is even row of the LF and
| | - is denotes the Floor value.

B. LSB Method (Least Significant Bit Embedding):

LSB method is one of the very well-known techniques for
information or data hiding. By using this technique least
significant bits of particular pixels have been altered by
changing the bit of secret signature information (data). The
quality of host image after merging, by using LSB method
depends on how many number of bits to be embedded.
Here if move number of bits is embedded then the
distortion has been higher in watermarked image.

Also if | have been equally distributed the signature image
over the host image and also ensuring that the range of the
data value must be preserved in limited range.
Mathematical expression for LSB method is given below:
SA=(C.I-mod (C.I, 2p))+S.D (7)
S.D'=MOD (S.I, 2p) (8)

Where,

p - total number of bits to be embedded, consider p=1 then
we can say that one bit shall be embedded in C.1.

C.1 - Pixel value of host image.

S.1 - Pixel value of watermark image.

S.D - Decimal form of the secret data.
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S.D' - Decimal form of the extracted watermark image
data.

C. Random Path Generation by Using Graceful Graph:

It is basically the study of lines and points. In the graceful
graph, we use vertices (V) and Edges (E); in which the set
of points are wvertices (V) and these points are
interconnected to each other by lines. These lines are
edges (E) and in graceful graph it is represented by
G(V,E). In this paper, the coefficients or the pixels are
taken as vertices and consider the transversal path between
any two pixel are edges.

Let consider a tree with ‘n’ vertices, which is gracefully
labelled. Here all vertices are been labelled with integer
values [1....n].

Basic steps are given below for generating a graceful
graph:

Step 1: select the x and y values based on the total number
of Edges(E) . So, Total number of Edges is given by x+y.
Step 2: Then, select a number N, consider N=9 Step 3:
Generate a unique sequence S1. Sl sequence is [I+N, 2+N,
........ X+N].

Step 4: Now, we have to generate a unique sequence S2
by reordering the sequence S1.

Step 5: Consider a sequence S3 that have been satisfied
the following conditions.

Condition 1: Sequence should have been started with 9
and ended with 0, it means Decreasing order sequence
Condition 2: Total number of elements in this sequence is

Y.
Step 6: By using S2 and S3, form a new sequence R2.

Step 7: Develop Rl sequence, and Rl is {1,2, 3,
X+y}.

Step 8: By adding the elements of R2 and R1 generate a
sequence R3.

Step 9: By using the R2 and R3 sequence develop the
graceful graph.

RUJT (2 /3 4 |5 (6 (7 8§ |9 [10/17 12 13|14|15|16 17|18 19|20

R2 |10 (13 |15 (17 |19 |21 |23 |25 |27 |29 |31 |32 |30 |28 |26 |24 |22 |20 |18 |16

R3 |12 (15 |18 |21 |24 {27 |30 |38 |36 (39 |42 44 |43 |42 |41 |40 |39 |38 |37 |36

2112223 24 2526|2728 29|30 31 3233 34 35 36 37 38 39|40 41|42

141121109 (9 (% [9 |5 (8 |8 (8 |8 (8 |7 |7 (7 |7 |7 [7 |6 (6 |6

35 (343333 |34 |35 (36|37 |37 |38 |30 |40 |41 |41 |42 |43 |44 |45 |46 (40 |47 |48

43 44 45 46 47 4B 49 50 51 52 5354 55 56 57 58 59 60 61 62 63

6 16 |5 |5 (5 |5 |4 |44 3 (3|2 (2|22 (2|1 |1 |1 |0 |0

49150 |50 |51 |52 |53 |53 54|55 |35 |36 |56 |57 |58 |59 60 60 61 6262 63

Fig. 1: R1, R2, R3 Sequence Generation
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To develop a graceful graph consider the value of first
element of R2 and R3, connect these elements to each
other and give it label as 1; graceful graph would been
completed when the last label valued is (x+y).

I have applied graceful graph method to the 8x8 image.
So, 8x8 random patterns are generated.
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Example: Take X = 23, Y =40 and N = 9, by applying
above step we generate R1,R2 and R3 sequences and these
sequences is given in below:

Il EXTRACTION ALGORITHM

Step 1. Receive watermarked image, and let the size of
watermarked image be 256 x 256 x 3 pixels.

Step 2: Separate R, G, B planes.

Step 3: Then we can split the entire image in 16x16 blocks
(which is non-overlapping).

Step 4: Haar IWT (Integer wavelet transform) is applied to
each and every pixels of the 16 x 16 blocks. Wavelet
Transformed output of the IWT contains AC 1, HC 1, VC
1 and DC 1 sub-bands, which is first level decomposed
output.

Step 5: Now by using random matrix we can extract secret
signature data from the integer wavelet co-ordinates.

Random Path
\ 4
Watermark Wavelet .| LsB
ed Image Transform "| Extraction
\ 4
Original Inverse
Host Image Transform

IV. RESULTS AND DISCUSSION

We have performed many experiments on the image for
evaluating the performance of the given algorithm. Here
three RGB colour images and one gray scale image had
been taken as a cover image for data embedded; all the
images are of size 256 x 256. Random binary bit has been
considered as a signature image (data) and then they are
merged inside the cover image.
=V ’
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MSE (Mean Square Error) and PSNR are used to evaluate
the visual quality of the output and also used for analytical
performance of algorithm. Result shown in the figures
contain group of watermarked images where visual
perception is as good we cannot find any distinguish
between them. It is for the good observation we have taken
three coloured images and one gray scale image.

V. CONCLUSION

In this paper work, A High Imperceptibility, capacity and
Robustness are achieved. By using this algorithm we
improve MSE and PSNR of a watermarked image. We can
even get high hiding capacity by merging more data on
particular pixel. Watermarked image is same as the cover
host image so we can say that it is a high Imperceptibility.
By using random matrix we achieved high Robustness.
Here we have used graceful graph method for random path
which is less complex then others and also time
independent. Above mentioned method can be also
applied to the video and hence we will embedded more
much information this modification is used for future
extension.
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